Use of MPF-19 room 102 for classified work

LANSCE-3 policy and approval

Room 102 in MPF-19 is a LANSCE office that can be used for classified discussions, meetings, computing and other classified work.  We expect that there will be computers available as well as safes for storage of classified material. 
To use this room you must obtain an MPF-128 key and be enrolled in the Mardex access control booth which is the main entrance to the facility.  Enrollment in the Mardex access control booth is done through Susie Scoggins, the LANSCE Division Security Officer (DSO).   To be enrolled in the Mardex access control booth you must read and sign the “Automated Access Control System User Responsibilities and Acknowledgement Form” which you get from the DSO.  You are approved to use this office and receive a key, when you read and sign this policy and LANSCE-3 management and the DSO also sign this document.  A copy of this signed document shall be kept in the LANSCE-3 group office.  The rules for access control into a Limited Security Area are given in the LANL LIR #406-00-020.  Failure to comply with the policy will result in immediate removal from the badge reader system and access to MPF-19 will be revoked.  Some of the major rules are summarized below.

MPF-19 access requirements and policy

I.
Access to MPF-19 requires that you have:

1. Current Q-clearance,
2. Have your security training up-to-date, and

3. Have reason to do classified work and/or “need-to-know”. 

II. You may allow another Q-cleared person to enter or exit through the Mardex access control booth if that person satisfies the three criteria in Section I.
III. If the Q-cleared person is not registered in the badge reader, he/she must sign the log book located outside the badge reader.

IV. As in any secure area, two-way pages and private cell phones are not permitted.  Government cell phones must have the batteries removed.

V. TA-53 site specific training must be completed before unescorted access is permitted.  For more information contact the LANSCE Visitor Center at 667-7396.
VI. It is possible to escort a DOE badged, US citizen, but uncleared person into the area. Contact the DSO to ensure that proper procedures (LIR 406-00-02.0 Attachment 18) are followed.  Visits by uncleard people require the approval of all the tenants in MPF-19 (LANSCE-3,  ISR-6, P-23).  
VII. When entering or exiting the access control booth, it is your responsibility to assure that the door is closed securely.
VIII. Safety 

a. Personnel entering and or working in MPF-19 must familiarize themselves with hazard postings throughout the facility. Postings include radiation areas, laser producing equipment warnings and all other types of hazards present in the facility. Before entering any area in MPF-19, personnel shall become familiar with associated hazards.

b. If an emergency arises, follow all prescribed LANL procedures for mitigating or reporting problems. Call 911 for emergencies or 7-6211 for non-emergencies. LANSCE-3 Group Office must be contacted at 665-5390. 

Obtaining a key to room 102


A key is obtained from Susie Scoggins, LANSCE key/core custodian.  Susie is currently located in MPF-31 room 173.  Before you can obtain a key to the room, you must receive approval from LANSCE-3 group management.  Approval will only be given after LANSCE-3 management and the DSO sign the document and you read and sign the document. 

Work in this area is subject to the laboratory rules on performing classified work including computing, classified safe usage, etc.  Prior to performing any computing or use of the classified safe, you must be briefed by the LANSCE DSO (Susie Scoggins).  Use of computers for classified work requires an approved security plan.

You are responsible for safeguarding the key to the room.  Report the loss of the key to the LANSCE DSO and LANSCE-3 immediately.

· Keep the room locked when not in use.

· Keep the room clean for the next users.
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