Checklist for LANSCE-3 requirements for sensitive country Foreign Nationals

Visitor/Assignee:
Citizenship:
Approval Dates:  

(
Host reviews responsibilities with Foreign National and obtains signatures.  (Copy of Host Responsibilities given below)

(
Supply a copy of Host Responsibilities to Foreign National, keep original on file. Request that the 982 and Host Responsibilities be carried by the Foreign National at all times while on LANL property.  

(
Supply a pager, which must be worn while on LANL property, to Foreign National so they can be located in a reasonable amount of time.

As technical host for this individual, you are responsible for:

(
Ensuring that your foreign guest is briefed on areas that have been approved for access and any site specific ES&H or Security guidance necessary to carry out his/her assignment.

(
Monitor your guests’ activities and movements while on LANL/DOE property-DOE defines “monitor” as being aware of the individual’s access and whereabouts and the ability to contact that individual within a short amount of time.

(
Make guest aware that approval is limited to the specific LANL technical areas/buildings and scope of work proposed.

(
Ensure no classified, unclassified/sensitive or unauthorized disclosure of proprietary or CRADA information will be revealed to your guest.

(
Ensure proper authorization for computer access and that all necessary computer security training has been completed prior to your guest’s access to any LANL/DOE computer.

(
If additional approval of technical areas/buildings is necessary, ensure the proper paperwork is completed.

(
Brief LANL staff who will be working with or near your foreign guest on areas approved and scope of technical issues approved for discussion.

(
Obtain guidance, if necessary, on export control issues associated with foreign visitors- see BUS-6 1998 Refresher Briefing at bus.lanl.gov/bus6/export-training/info01.htm-Transferring to a Foreign Country or a Foreign National in the United States.

(
Notify ISEC/CI at 5-6090 in the event your foreign guest displays unusual behavior, i.e. requests to access or copy manuals, spends significantly more time copying or faxing than seems necessary, requests access to software, source codes, etc, or other information sources that are not necessary for performance of his/her work.

(
Notify ISCE/FV&A should you need to relinquish your host responsibilities and transfer them to another LANL host.
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